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e ML models deployed as blackboxes: inputs
in, predictions out.

e Threat: Can the blackbox be 'knocked-off'?

e Could circumvent IP, monetary, and labour
costs of training an ML model.

Problem: Model Functionality Stealing

e Data-limited adversary.

 Two-player game.

Adversary's objective:

1. Steal functionality of
blackbox (when F, and
Py are unknown).

2. Using minimum # of
queries B.
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Take-aways

e Model functionality of complex
blackbox CNNs can be stolen under
minimal assumptions.

e Attacks are surprisingly effective and

difficult to defend.
e Poses a threat to deployed ML APIs.

Victim's Defense: Information Truncation
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* | imited effect on knockoff attacks.

Vs. Choices of Architectures
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* Robustto choices of Fy and Fa.

Real-world Experiment
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* Knockoffs could be trained using $30
worth of queries.
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